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Terrorist Threats of Polish
Diplomatic Missions in Military

Areas and Their Protection

The purpose of this article is to present and verify the existing solutions in the field 
of the security of Polish diplomatic missions in war zones and to indicate the di-
rection of improving their security system. Recognizing the importance of the pro-
blem situation resulting from the personal experience of the author of the artic-
le, it is reasonable to pay attention to those areas of activity where the need for 
modification is expected, and the following area of interest was indicated as such. 
Operating under war conditions, Polish diplomatic missions have repeatedly be-
come the target of terrorist attacks. The article also defines the scope of coope-
ration between state-owned entities that have competence in securing foreign 
branches. Cooperation at international level was also analyzed.

Introduction

The geopolitical changes that have taken place over the last centu-
ry have brought new challenges in terms of the functioning of 
the systems of states representing the diplomatic protocol and 

their interests in the host countries. In accordance with the Vienna 
Convention on diplomatic relations of 18 April 19611, the staff of diplo-
matic missions represent their state, take care of its interests and its ci-
tizens in the host country and constitute a link between the governments 
of these countries. The security of contemporary diplomatic missions 
and thus of their staff have been established over the centuries, where 
the institutions of deputies were treated with respect worthy of a ruler 
and had security guaranteed during the implementation of assigned ta-
sks. For such a mission to function effectively, it must be provided ade-
quate security. This is particularly important not only in zones of war-
fare or of armed nature but also where there is a high probability of the 
occurrence of terrorist attacks, activities of organized criminal groups, 
political instability, social unrest, lack of trust in local security services, 

1 Vienna Convention on Diplomatic Relations; entered into force on April, 24. 1964. United 
Nations, Treaty Series, vol. 500, p. 95.
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or where there is a likelihood of surveillance by foreign special forces. The task of ensuring 
such security lies primarily within the responsibility of the host country; however, interna-
tional arrangements allow the sending country to have its own specialized cells responsible 
for the security of the mission and that of the staff sent within the framework of the mission. 
Pursuant to the statutory provisions, the following specialized state institutions are respon-
sible for the security of Polish diplomatic missions: the Ministry of Foreign Affairs, the 
Foreign Intelligence Agency, the Internal Security Agency, and the State Security Service2 
(formerly known as the Government Protection Bureau3), which closely cooperate in this re-
spect. However, system solutions applied to provide security to Polish diplomatic missions 
in these areas, in the context of emerging new threats, have not always proved effective. 
Therefore, these institutions are obliged to constantly improve their staff and purchase ap-
propriate equipment as well as to improve working methods so that they may always face the 
contemporary challenges of war, terrorism, social unrest, or ecological disasters.

Literature Review
In the scientific literature, the issues as listed above are poorly recognized. The query in scien-

tific and librarian resources showed that many publications related to the matter of diplomacy 
were produced; yet, they lack direct information on the security of both the diplomatic mis-
sions and the diplomats per se, and especially their security in war conditions. A careful reader 
may find brief information to ensure the safety of ambassadors, deputies or diplomatic mis-
sions only in a few publications. The publications “Privileges and Immunities,”4 “Diplomatic 
and Consular Law,”5 “Diplomatic Lexicon”‘6 by J. Sutor are particularly noteworthy; the au-
thor explains the principles of the functioning of state administration bodies in international 
politics and the procedures applied in diplomacy. The publication “Personal Immunity of 
a Diplomatic Representative”7 by F. Przetacznik is an interesting item describing the security 
issues of diplomats. In its vast part, the book in question addresses the issue of legal regula-
tions on ensuring the integrity of diplomats. “Alarm for Embassies”8 by J.J. Baliccy is yet ano-
ther publication introducing the reader to the issue of historical parliamentary and deputy se-
curity. In the publication, the authors draw attention to the organizational issues of providing 
security to heads of diplomatic missions without focusing on legal provisions in this regard. 
In general, the matter-related topics discussed are underdeveloped, and this encourages further 
in-depth research and analysis. Due to the lack of scientific studies on the security of Polish 
diplomatic missions, in books such as “Protection of state authorities in Poland in the years 

2 Act of 8 December 2017 on the State Protection Service, Journal of Laws of 2018, Item 138.

3 Act on the Government Protection Bureau, Journal of Laws 2017.0.985, i.e.: Act of  March 16, 2001 on the Government 
Protection Bureau.

4 Sutor, J. Przywileje i immunitety międzynarodowe. Warszawa 1973.

5 Sutor, J. Prawo dyplomatyczne i konsularne…, op.cit.

6 Sutor, J. Leksykon dyplomatyczny. Warszawa, 2005.

7 Przetacznik, F. Nietykalność osobista przedstawiciela dyplomatycznego. Warszawa 1970.

8 Balliccy, J. J. Alarm dla Ambasad. Warszawa 2008.
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1918 - 2013”9 by S. Bogacki and P. Turczyk and “Afghanistan. Relacja BOR-owika”10 by 
J. Jagoda and W. Zdanowicz, the authors described the then-existing experience and legal re-
gulations, system solutions applied during Polish diplomatic missions and the preparedness of 
experts to perform tasks related to the ensuring of the security of diplomatic missions.

Materials and Methods
Terrorist threats against Polish diplomatic missions11 run in military zones have existed sin-

ce their very beginning. They have been related to the conduct of Polish foreign policy, espe-
cially in the Middle East. Ensuring protection in war zones when confronted with a wide ran-
ge of threats against them is limited.  These restrictions mainly concern the access to 
infrastructure and procedures of NATO troops deployed in these zones. Furthermore, these fa-
cilities have been exposed to various dangers related both to military operations conducted in 
these countries and to the increased activity of terrorist groups. This led to deaths from terro-
rist attacks among Polish citizens. It is worth recalling, for instance, the events from Lebanon, 
when Polish troops served as a bridge for the emigration of Russian Jews to the State of Israel.12 
At that time, terrorist organizations carried out classic bombings against Polish diplomatic and 
commercial representations in Beirut. Then, in Baghdad in October 2007, the terrorists carried 
out an attack using three cumulative bombs along the route of the Government Protection 
Bureau motorcade with the Polish ambassador on board. During the attack, an officer of the 
Government Protection Bureau died, but due to the efficient response and repulsion of the at-
tack by the formation officers, the Polish ambassador, although seriously wounded, survived 
and, as a consequence, had to be evacuated from the scene. As a rule, terrorist actions against 
diplomatic missions occur with the tacit consent of the services responsible for the security in 
the country of office. An example is the attack on the convoy with the Polish ambassador on 
board. The information gathered shows that the representatives of the local police tasked with 
securing the Polish diplomatic mission were in constant touch with the bombers.13

Au contraire, it should be noted that the operation of diplomatic missions has always be-
en of interest to the special services of the host country. Therefore, special procedures are as-
sumed on the “facility” that allow for, e.g., the control of the pedestrian traffic and the diplo-
matic and commercial activity. These procedures provide effective defense against the actions 
of unauthorized persons, groups and terrorist organizations, particularly in high-risk coun-
tries. With widespread penetration, it seems unlikely that services would be oriented towards 
existing terrorist threats or foreseeable terrorist attacks.  The facilities of the Polish embas-
sy, the residence of the ambassador and the employees’ places of residence in Baghdad ope-
rating in that form until 2003 may be considered an example of the above. It is worth recal-

9 Bogacki, S., Turczyk, P. Ochrona władz państwowych w Polsce w latach 1918 – 2013 (selected issues). Warszawa 2013.

10  Jagoda, J., Zdanowicz, W.  Afganistan. Relacja BOR-owika. Bydgoszcz 2009.

11  www.gov.pl/web/diplimacy/global-security. The Interministerial Team for Terrorist Threats established on the basis of 
the Prime Minister’s  Order No. 162 of October 25, 2006.

12   “Total Immigration to Israel, from Former Soviet Union.” www.jewishvirtuallibrary.org. Retrieved on December 28, 2017.

13 Information collected by the author in the course of his duties as head of the Government Protection Bureau.
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ling that Poland, as the only country in the structures of the North Atlantic Treaty, 
represented the US diplomatic interests in Iraq at that time. This was accomplished by the 
American Interest Section to the Polish Embassy in Baghdad.

For a long time, Iraq was a refuge area for many terrorist organizations and thus also well-
-known terrorists such as Abu Nidal who found shelter in Baghdad, and from where he con-
ducted his activities. Of course, he was under the strict control of special services such as 
Mudiriyad al-Istikhbarat al-Askariya al-Amm al-Amma, which were subordinated directly 
to the then Iraqi leader S. Hussein and had unlimited operational powers. As a result, the lat-
ter ceased to exist after the overthrow of the Hussein regime by the Allied military operation 
codenamed “Freedom for Iraq” at the turn of March and April 2003.14 In July 2004, a new 
Iraqi internal security service of the same name was established under the patronage of the 
United States. As part of its powers, it represented the Iraqi Ministry of Foreign Affairs for 
the security of diplomatic missions, the movement of employees of diplomatic missions in 
Iraq as well as the so-called technical transit to Jordan and border countries. The scope of its 
activities included the guaranteeing of the safety and security of members of the diplomatic 
corps and facilities serving them. Until 2003, those facilities were protected by around 65 
Iraqi policemen from internal security departments15. The police officers supervised the 11th 
al-Amn al-askari department, which controlled the facilities with operational protection. On 
the other hand, Border Guard officers assured the internal security of the facilities. At the 
end of the 1990s, Government Protection Bureau 1004th Military Unit soldiers were gradu-
ally replaced by the Border Guard.16 At that time, the knowledge of potential and real thre-
ats, the specifics of operation, as well as the forms and methods of operational work of the 
Iraqi special services, which had previously been trained by, inter alia, the “Stasi” intelligen-
ce and counter-intelligence team, was not a strength of both Polish services.

Diplomatic missions are a relatively easy target for terrorist groups as such targets usual-
ly bring great propaganda and political effects. Even if the issue of an attack on an institu-
tion does not get through with its message in the public domain, the state authorities will be 
involved in rebuilding bilateral relations through so-called consultations taking place at va-
rious political and expert levels.

One of the intentions of a terrorist attack may be to destroy the resources of the facility in or-
der to make it difficult or impossible for it to function, such as it happened in the case of the 
American embassy in the capital of Jordan. In 1998, after having received intelligence informa-
tion on the bomb threat, the facility in question remained closed for several days. All access ro-
ads to the facility within a few kilometers were blocked while the personnel were being evacu-
ated by the Marine Infantry. The assassination did not take place, but the facility was completely 
paralyzed. Consular services were taken over by US consulates in neighboring countries. Another 
obstacle to the daily activities of the diplomatic staff of the post is limiting contacts and protocol 
activities. This is due to the fear of kidnapping or a threat to health and life. And as we know, a di-
plomatic post without contacts actually becomes a dead and thus not fully operational institution, 

14  https://www.britannica.com/event/Iraq-War, Written By: The Editors of Encyclopedia Britannica.

15  Information collected by the author in the course of his duties as head of the Government Protection Bureau.

16  Act on the Border Guard, Journal of Laws 2019.0.147, i.e.: Act of October 12, 1990 on the Border Guard.
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and the diplomat himself an unnecessary person. Thus, the additional introduction of security 
measures is necessary and thus entails significant costs of its maintenance.

As part of security procedures, some countries have introduced the obligation to use a sys-
tem called “safe heaven” in diplomats’ official flats. This system is designed to provide full 
technical security and survival of apartment users in the event of a terrorist attack or other 
threat. The basis of technical security are efficient communication means, food and water 
supplies, providing the possibility of survival during an attack or a siege of several days.

In situations of threat to the security of the facility, there is a need to decide on the evacu-
ation of personnel. Such evacuation is carried out during a conflict. These types of activities 
pose a threat to evacuated people. During the American bombings in Iraq, most diplomatic 
missions developed procedures for so-called evacuation support and property and personnel 
security. One of the facilities of the country neighboring with Iraq received support from its 
own special unit during the evacuation procedure.

In the years 1998–2000, due to the aforementioned threats related to the effects of American 
bombings, employees of the Polish embassy in Baghdad were evacuated to Jordan twice. 
Practically, the column of Polish cars, apart from reinforced Iraqi patrols controlling the in-
famous “way of life,” did not have any tactical defense. It resulted from the fact that at that 
time our diplomatic position was quite different. We were not a coalition partner participa-
ting in military operations. It is worth noting, however, that the staff of Polish institutions 
were aware of the potential threats that could arise and were therefore well prepared to re-
spond to them. This is the case now. The regular training of employees and raising their awa-
reness and qualifications guarantees that they survive in extreme situations.

Government Protection Bureau officers provided a guarantee of security and effective de-
fense. Currently, such a guarantee is provided by the State Protection Service established in 
place of the mentioned formation. The branch in the organizational structure is usually di-
vided into access zones. These zones cover security areas and Classified Information 
Protection. Facilities carrying out diplomatic tasks in war conditions have significantly de-
veloped physical defense and are equipped with combat assets.

The conditions of the extreme functioning of the diplomatic mission necessitate the use of 
special physical and technical protection measures and operational recognition of threats. 
Analyzing the threats occurring in the countries of greatest risk over the past 30 years, one 
could get the impression that subsequent structures responsible for the security of facilities 
in these countries were either powerless and not prepared to provide offensive protection, or, 
as usual, the so-called ‘all-knowing’ special service headquarters failed or diplomacy.17 It is 
worth recalling some acts of terror that were carried out on Polish diplomats and which co-
uld have been previously prevented:

• August 2004 - firing against the embassy building using “RPG-7” grenade launchers.
• November 2004 - firing against the embassy building with a machine gun.
• May 2005 - firing against a convoy carrying a defense attaché. The facility did not have 

an adequate number of armored cars, therefore the security of persons performing the diplo-
matic service was not properly assured. It should be noted that during this period, the coali-

17  Jagoda J., Zdanowicz, W. Afganistan. Relacja BOR-owika. Bydgoszcz 2009.

Terrorist Threats...
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tion parties’ facilities had a sufficient number of special vehicles, including spare vehicles. 
These are the norms of diplomatic missions adopted in countries at a particular risk.

• mid-August 2005 - firing against a convoy with a political counselor in the main car. As 
a rule, these types of journeys take place “not routinely“ at different times of the day, which 
is why it is more difficult to plan such firing. An important role in the security system of 
such a journey is played by the institution’s own counterintelligence operational protection. 
This is mainly due to the pre-recognition of the route and the development of the agency’s 
agents and its task function.

• March 2006 - explosion of a “trap” bomb on the route of a Polish convoy. Already at that 
time, convoys of coalition partners were equipped with systems to suppress explosives fired 
by radio frequency. Unfortunately, the then security department of the Polish Ministry of 
Foreign Affairs did not see the need to purchase this type of equipment.

• May 2007 - a helicopter was fired at with a political advisor on board from a machine 
gun. As a rule, this type of attack can be prevented by better helicopter armor and the assi-
gnment of escorts of other combat helicopters. In this case, the flight tactics that require com-
bat experience from pilots are important.

• September 2007 – firing at a car with an embassy employee using a mortar. Although 
the car was not armored, no one was killed.

• October 2007 - effective repulsion of a terrorist attack on the column of the Polish ambas-
sador during the movement of vehicles, performed by using explosives remotely fired and with 
a cross attack by a car column carried out from the roofs of buildings. An officer of the Government 
Protection Bureau was killed, while the ambassador and other officers were injured.

• November 2007 - firing from green-zone mortars in Baghdad. The so-called steel, resi-
lient mesh surrounding the endangered areas, effectively protecting against contact turns out 
to be effective with the right object during the projectile’s explosion.

• December 2007 - a trap car was used in the green zone as the simplest, classic weapon 
of destruction. These types of threats may be prevented by systematically checking vehicles 
before entering a secured area.

• February 2013 - explosives were detonated in the vicinity of Kirkuk along the route of 
the column with the ambassador on board.

It can be unequivocally concluded that even after the Polish embassy was moved to the 
green zone, terrorist threats still existed. The bombers changed their attack methods on an 
ongoing basis, and the security of the facility still lacked effective means to provide the se-
curity they were supposed to provide.

The question should be made: Based on these tragic events and experiences, were the right 
conclusions were drawn? Was the convoy system changed in considerably limited and difficult 
Baghdad conditions? Have changes been made to the operational recognition of routes and sa-
fe places in the event of an attack? As a rule, an accidental shelter in the home of a Baghdad 
family posed a threat to both the protected person and the residents of that house, the Iraqi pe-
ople. Besides, few thought about the latter. Often, experts asked themselves questions, what 
happened with people cooperating with our facilities? What happened to the hero who, after 
the Polish personnel had been evacuated due to the start of hostilities, defended the unprotec-
ted embassy building against ordinary looters? Despite the courage and dedication of those 



21Kwartalnik  Bellona  4/2019

awarded in the Polish media, was he left alone for the inevitable execution? He received an en-
gineering diploma from a Polish university. Was that enough to give him a minimum of secu-
rity? There were many such people, and what happened to them? Polish citizens who were mar-
ried to Iraqi citizens and their children who refused to cooperate with special services reporting 
to Saddam faced the threat of losing their lives. It should be noted that in 2004, it was possible 
to move the Polish facility in Baghdad from the red zone to the green zone. Unfortunately, for 
unknown reasons, the Ministry of Foreign Affairs did not react to the official speeches of the 
then ambassador of the Republic of Poland in the zone. The headquarters decided that hazard 
assessments were exaggerated. The facts clearly showed that employees were not free to ope-
rate in the given area. Their freedom was restricted by procedures prohibiting them from mo-
ving in the zone in question. The restriction of freedom resulted from the fact that employees 
had limited rights to use the only one existing armored vehicle, which was ultimately assigned 
to the ambassador. According to the procedures, the officers of the Government Protection 
Bureau were only to ensure security for the head of the facility. Therefore, getting around 
Baghdad was impossible, which made the mission “empty.” Successive ambassadors reitera-
ted their suggestion to move the facility. It may be assumed that the Ministry of Foreign Affairs’ 
passivity in this matter resulted from the fact of buildings rented by the Polish side for a period 
of two years, which was customary and a guarantee of being in these specific combat condi-
tions. The cost for rent was USD 100,000, and it was not a significant amount for those condi-
tions. Therefore, no price negotiations were undertaken, in fear of termination of the lease agre-
ement by the owner of the structure covered by local or international agreements and obligations.

It wasn’t until the tragic terrorist attack on Ambassador General Edward Pietrzyk that the 
facility was moved to a seemingly safe place in the green zone. However, in April 2008, ano-
ther dangerous terrorist attack was carried out on the Polish post. A missile was fired at the 
structure which, by force of its destruction, damaged security rooms.

At that time, there were no safeguards adequate to the threats. Purchases of such equip-
ment required huge financial outlays. Politicians were afraid to take bold and unpopular de-
cisions that really served security and could often save lives. Already then, together with 
experts, we stated that, in fact, diplomats carrying out their missions in Iraq and Afghanistan 
are on the front. Therefore, the Government Protection Bureau should be immediately equ-
ipped with appropriate armament and technical equipment. If this were not the case, then the 
security and protection of endangered diplomatic missions should be entrusted to special mi-
litary units or the Military Police.

The situation in Iraq did not change quickly for the better. Threats did not disappear from 
day to day. Further attacks were to be considered. It seemed necessary to invest in protecting 
our facilities, especially in Baghdad, Kabul, and Beirut. The question arose whether the 
Ministry of Foreign Affairs and the Ministry of the Interior Affaires and Administration we-
re doing enough to ensure optimal security conditions. Unfortunately, the opinions of offi-
cers and diplomats in threatened establishments were not listened to. Obtaining an openly 
spoken opinion was difficult. Such opinions were included in reports to superiors, whereas 
officers and diplomats, in accordance with discipline, accept orders from their superiors. 
These orders, due to the specifics of the functioning of the services and classified informa-
tion, are not subject to discussion and comments.

Terrorist Threats...
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Ensuring protection for diplomatic missions and their staff is a problem many other coun-
tries are facing. For instance, four Russian diplomats died in the capital of Iraq. There were 
citizens of Russia that has not accepted the presence of a coalition in the Euphrates and Tiger 
basin. The President of Russia, Vladimir Putin, reacted strongly to the kidnapping and mur-
der of members of the staff of the Russian embassy in Baghdad. The services subordinate to 
him gave the order to take all steps to find and immediately eliminate the bombers who com-
mitted the act in question. Knowing the logic and modes of operation of former and current 
special services, the order seemed unbelievable but feasible. Putin issued the order during 
a meeting with the heir to the throne of Saudi Arabia. This order during the meeting was to 
refer to a story reminiscent of the operation of agents of the Russian Intelligence Service, at-
tacking and eliminating Chechen leader Jandarbijew in Qatar. Despite the fact that the agents 
fell into the hands of the Qatari services, it was celebrated as a success in Russia.

Immediately after this incident, the Russian Duma unambiguously granted the right to the 
Russian services to take all anti-terrorist actions also outside the Russian empire. The fun-
damental question, however, remains: Whom do the Kremlin’s policy makers consider ter-
rorists? The Russian list includes about 17 different organizations with medium threat acti-
vity. However, the list does not include organizations such as Palestinian Hamas or Lebanese 
Hezbollah, which are on similar lists adopted by the European Union and the United States 
of America.

The fact that the order to liquidate the bombers was issued in Saudi Arabia is of great im-
portance for Russia’s presence in this region. This country supports and finances the most 
dogmatic form of Islam. It is a base for Muslim extremism and terrorism and thus has signi-
ficant influence in Iraq. It spiritually and financially supports Sunnis, antagonizing the alre-
ady tense internal relations in this country. Only the President of the Russian Federation co-
uld afford such a move. The conclusion is that one who punishes another person does it 
primarily for himself, or perhaps, in this case, he did it also for the entire international com-
munity struggling with the problem of terrorism.

The state of security of Polish diplomatic missions is the state of security in a given region 
of the world, divided civilizationally and economically. This is reflected by internal, regio-
nal and international security factors. We have strong and weak countries. There are well 
protected missions and equipped with high quality technical equipment, missions professio-
nally protected by specialized agencies (USA) or government formations (France, Germany). 
But also missions in which security matters are determined by finances, and often lack pro-
fessionalism, and amateur approach to security.

Foreign posts, especially Western ones, and their security services have for years been equ-
ipped with weapons and active means of direct coercion as well as professional electronic 
protection systems. The procedures developed are within the framework of the Vienna 
Convention and bilateral arrangements with the host country.

In French missions, security personnel are members of a special gendarmerie unit who, 
from the moment they begin service, undergo physical-and-mobile and simulation-active 
field training at facilities similar to those in which they are to serve. During the training, they 
will become familiar with the specifics of the functioning of the special services of the host 
country and their forms and methods of work, especially in terms of protecting diplomatic 
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missions. They know at least one foreign language at a communicative level. They have excel-
lent personal equipment and are armed according to the hazards present.

For many years, questions have been asked: What forces and resources do Polish foreign 
missions have? Do budgetary procedures and the possibility of using public funds signifi-
cantly prevent proper and effective security and supply of facilities with necessary equip-
ment and facilities?

Around 25 years ago, Polish security personnel were often random, usually from so-cal-
led personnel systems. There was a view that the more useless a candidate was for a coun-
try position, the more he was the right person in a given diplomatic post. Unfortunately, at 
that time, security personnel were the last level in the organizational structure of the facili-
ty. Behind it, there were only service personnel who mainly consisted of locals.

This placement of persons responsible for the defense and security of diplomatic missions 
was their functional degradation. The supreme value became the amount of allowance and 
the possibility of extending the stay, which allowed the transport of resettled property. There 
were examples of some competency shortcomings, a free approach to the provisions on the 
use of firearms and other behaviors that some considered to be unworthy of an officer of the 
formation he represented. Fortunately, these were marginal cases that were eliminated in 
the later process of improving the security system.

The security of the diplomatic mission also involves logistical equipment. Such facilities 
should have vehicle viewing channels, hydraulic dams, and be equipped with tools for chec-
king letter parcels and deliveries. As a rule, everything is fine in the reports. As it was or is 
really? The answer to this question remains the most protected secret.

Operational and reconnaissance activities through personal sources are a special form of 
defense. Each country implements this type of undertaking, both as a host country, under 
statutory counterintelligence defense, as well as in accordance with internal procedures for 
the protection of the facility by its own services that carry out statutory tasks at this facility. 
An extraordinary, diplomatic discretion not exceeding the status and provisions of the Vienna 
Convention is required. From the point of view of security procedures, information from pe-
ople formally close to the facility on various levels and from different environments is the 
most important element. Of course, advance information is most valuable and confirmed in 
various independent environments. Such information obtained by a specially appointed unit 
of the Government Protection Bureau helped save the Polish ambassador in Baghdad in 2007.

Conclusion
Based on previous observations and solutions, considering available legal acts in the field of 

the defense of Polish diplomatic missions in the areas of war operations in combination with  
a wide spectrum of threats against them, it was noticed that the adopted organizational solu-
tions based on the aforementioned entities proved to be insufficient to ensure the efficient func-
tioning of the mission. The terrorist attack on the convoy of the Government Protection Bureau 
transporting the Polish ambassador in Baghdad was the turning point and tragic consequence 
of that. From the analyses carried out, there were many limitations with which security offi-
cials had to deal. The Government Protection Bureau, which, by virtue of its powers, were re-

Terrorist Threats...
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sponsible for the physical defense of diplomatic missions and their personnel, had the greatest 
restrictions. Officers of the Government Protection Bureau did not have the soldier status in the 
performance of official tasks in areas of war operations, which is why they encountered many 
obstacles during their statutory duties. These restrictions mainly concerned access to the infra-
structure of military contingents located in the area of their operations, support procedures and 
compatible with the military means of communication. To ensure the safe and effective imple-
mentation of protective tasks in the war zones, actions were taken to improve organizational, 
training and executive solutions to protect those missions. Efforts have also been made to in-
volve the Armed Forces of the Republic of Poland in the entities responsible for protecting the 
missions by including the Government Protection Bureau in military structures capable of per-
forming tasks in the field of protecting these missions. An important role was played by the at-
tempt to improve communication and exchange of information between state entities that co-
uld affect the security of diplomatic missions located in the area of war operations and the 
possibility of conducting specialist training for the personnel of these missions on the princi-
ples of security and protection in these zones. A model was developed, according to which the 
Government Protection Bureau, in close cooperation with the Ministry of Foreign Affairs and 
the Foreign Intelligence Agency, organizing on-site security of diplomatic missions, took into 
account the facility’s capabilities (equipment, personnel status), regulations and procedures re-
gulating the tasks of individual entities responsible for security and information on threats to 
the above missions. Attempts have been made to implement solutions providing for coopera-
tion between the formation and the North Atlantic Pact, as well as with Polish military contin-
gents. To ensure effective protection of Polish diplomatic missions in the area of protection ac-
tivities, the focus was on coordination and cooperation of all entities and persons responsible 
for mission security, improvement of procedures for informing the protection commander abo-
ut potential threats, involvement of all state entities in the process of notification of threats to 
the mission, including protection groups Government Protection Bureaus as part of the Polish 
military contingent and on constant improvement of procedures, equipment and training of all 
entities involved and responsible for security.

Four years ago, while preparing a draft reform of the Government Protection Bureau, the au-
thors of the draft proposed to move away from the protection of Polish diplomatic and consular 
representations abroad. Experience has shown that this formation is too small and does not ha-
ve sufficient forces and resources to protect these representations fully effectively. The authors, 
based on their personal experience, have shown that these tasks should be performed by another 
service that is more extensive and thus more broadly and efficiently functioning in the foreign 
sphere. It was pointed out that these conditions are perfectly fulfilled by the Military Gendarmerie, 
which performs its statutory tasks in the structures of the Ministry of National Defense.

At the moment, organizational and legal issues regarding the protection of foreign bran-
ches are included in the relevant ordinances of the Ministry of Foreign Affairs1819 and the 

18  Minister of Foreign Affairs’ Order No. 31 of September 30,  2015 (item 33) on granting organizational regulations to 
the Ministry of Foreign Affairs.

19  Journal of Laws of the Ministry of Foreign Affairs 2014.12, Minister of Foreign Affairs’ Order No. 11 of April 24, 2014. 
On Security System and Category of Degree of Threat to Security of Foreign Missions of the Republic of Poland.
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State Protection Service. As for the State Protection Service, due to the specific type of ta-
sks performed, the documentation related to this activity is classified accordingly.
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